Energy Northwest Remote Access

Remote Access Setup

Information Services has implemented a new VMware Horizon/View remote access system that will
provide an optimized Teams audio experience, improved performance, and standardize multi-factor
authentication with Microsoft products. The new system is available now for users approved for
Remote Access. The new Horizon system will be using a new address remote.energy-northwest.com
and the old Horizon system will remain online at view.energy-northwest.com until October 24, 2023.

Employees and Contractors who use remote access will be required to take the following actions:

Existing Remote Access users must update the Horizon client on personal devices to use the
server address remote.energy-northwest.com instead of view.energy-northwest.com by
October 24, 2023. Please follow the Update Horizon Server Address section to add the new
remote.energy-northwest.com server address in the Horizon client.

Existing Remote Access users configure and use Microsoft multi-factor authentication (MFA)
instead of RSA SecurlD. Please follow the Horizon Client Logon instructions to setup and use
MS Authenticator app. The MS Authenticator app is recommended for the best experience,
and you may change the MFA preferences at https://aka.ms/MFASetup.

All Remote Access users install or update the Horizon client on personal devices to ensure the
latest features are available. Please follow the Horizon Client Installation section to install the
latest Horizon client.

New Employees or Contractors logging onto remote access for the first time, please follow the
New User First Logon and MFA Setup steps.
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Update Horizon Server Address

1. START the VMware Horizon client

2. SELECT Add Server and enter remote.energy-northwest.com

3 VMware Horizon Client - m] X

+ AddServer 83 Settings

Name of the Connection Server

remote.energy-northwest.c0m| X

£3 VMware Horizon Client

remote.energy-
northwest.com

3. PROCEED to the Horizon client logon instructions at Horizon logon instructions
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Horizon Client Installation

4. LAUNCH a Web Browser
AND ENTER the path below: https://remote.energy-northwest.com

5. SELECT Install VMware Horizon Client

O NORTAwesT

You can connect to your desktop and applications by
using the VMware Horizon Client or through the
browser.

Please select the Horizon HTML Access link below to
logon. You may also setup the full Horizon client by
following the instructions in the Remote Access User
Guide.

J (=]

Install VMware VMware Horizon
Horizon Client HTML Access
@]

Check here to skip this screen and
always use HTML Access.
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NOTE: The “VYMware Horizon Client for Windows” is the recommended version for
Windows operating systems, including Windows 10.

NOTE: The “VMware Horizon Client for Windows 10 UWP (Universal Windows
Platform)” has limited functionality and is NOT recommended.

6. SELECT the “Go to Downloads” link for the appropriate operating system (e.g., select “Go to
Downloads” for the “VMware Horizon Client for Windows”).

Home / VMware Horizon Clients

Download VMware Horizon Clients

Select Version Product Resources

T VMware Horiz Windows, Ma inux me and Android allow you t nnect to your VMware Horizon virtual desktoy ) - T
HORIZON 8 Vv s : z 2 R L . View My Download History
S S : o ) Product Info
Documentation
lick here for a list of certified thin clients. ze ents, and other partne tions f Mware HorGor
Horizon Mobile Client Privacy

Horizon Community

Product Downloads
Product Release Date

V  VMware Horizon Client for Windows

VMware Horizon Client for Windows 2023-07-06 GO TO DOWNLOADS

7. SELECT Download Now.

File Information

VMware Horizon Client for Windows
DOWNLOAD NOW
File size: 426.66 MB

Read More

8. IF prompted,
THEN SELECT Open File or Run.

Downloads B Q - £ I
]
3 _',‘. are-Horizon-Client-2306-8.10.0-21964678.exe I

9. SELECT Customize Installation.
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¥ vMware Horizon®

A
Version 2306

You must agree to the Privacy Agreement and General Terms before you can install the product

Agree & Upgrade

Customize Installation

10. SELECT Enable Keylogger blocking.

11. ENTER remote.energy-northwest.com in the Default Connection Server field.
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12. SELECT Agree & Installl

VMware Horizon*

Version 2306

Where to install (')

C:\Program Files\VMware\VMware Horizon View Client\ -

Default connection server || )

remote,energy—nonhwest‘coml

Internet Protocol (! )

@) 1Pv4

() 1vé

|-

() Automatic Selection

Additional features
USB Redirection (1)
Log in as current user (l\.'
Show "Log in as current user” menu option (1)
[_] Set default to "Log in as current user" (_-.L-\.'

Virtualization Pack for Skype for Business ()
Install Support for HTMLS Multimedia Redirection and Browser Redirection @

Enable Keylogger Blocking (1)
€ylogg ng \_

You must agree to the Privacy Agreement and General Terms before you can install the product

Agree & Upgrade

13. SELECT Finish.
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Success!

14. SELECT Restart Now.

You must restart your system for the
configuration changes made to VMware
Horizon Client to take effect.

Restart Later

Horizon Client Logon Instructions
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15. START the VMware Horizon client

16. SELECT the remote.energy-northwest.com server entry. If you do not see the
remote.energy-northwest.com entry, select Add Server and enter remote.energy-
northwest.com

£ VMware Horizon Client - [m] X

+ AddServer (8} Settings

£ VMware Horizon Client

remote.energy-
northwest.com

17. IF prompted,
THEN ENTER your Energy Northwest email address.
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Q ENERGY
NORTHWEST

Sign in

emailaddress@energy-northwest.com

Can't access your account?

18. ENTER your Energy Northwest password and click Sign In

O ENERGY
NORTHWEST

Enter password

Your organizational policy requires you to sign in
again after a certain time period.

Forgot my password
Other ways to sign in

Sign in with another account

19. ENTER the MS Authenticator app verification number on the device and SELECT OK to
approve the MS MFA authentication.

Note: If you do not receive the MS Authenticator prompt, please visit
https://aka.ms/MFASetup to setup the default option as the MS Authenticator app as
shown below. If you are a new user logging on for the first time, please follow the New
user first-time logon instructions.
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O RS est

Approve sign in request

g Open your Authenticator app, and enter the
number shown to signin.

15

No numbers in your app? Make sure to upgrade to
the latest version.

viore information

Recommended default MFA configuration accessible at https://aka.ms/MFASetup:

RORIWEST | My Sign-Ins

2. Set Microsoft Authenticator

2 Overview Secu r|‘ty info as the default sign-in method for

the best experience

These are the methods you use to sign into your accos@@reset your password.
Default sign-in method Microsoft Authenticator - notif\cat\o

B9 Organizations
|- Add sign-in method

B Devices

8 Security info

Q, phone PN 1. Use Microsoft Authenticator Chanoe Delete
b for the best experience e o
B Privacy
2 Microsoft Authenticator
[ Push multi-factor authentication (MFA) ] Delete
1 email @outlook.com Change Delete

Lost device? Sign out everywhere

20. APPROVE the MFA request using the MS Authenticator app by entering the number
presented on the web page into the MS Authenticator app. Select Yes, to approve the
request after entering the matching number.

Note: MFA requests can also be sent through SMS Text or a Phone call but the MS
Authenticator app is recommended.

Authenticator « now W

Approve sign-in?
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9 Are you trying to sign in?

Energy Northwest
s @€NErgy-northwest.com

Enter the number shown to sign in.

Enter number here

NO, IT'S NOT ME

| CAN'T SEE THE NUMBER

21. SELECT Yes to continue

ENERGY
NORTHWEST

Stay signed in?

Do this to reduce the number of times you are asked
to signin.

[ ] Don't show this again

No Yes

22. |E prompted,
THEN SELECT “Open VMware Horizon Client” and select “Always allow” to not be

prompted again.
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Open VMware Horizon Client?

https://remote.energy-northwest.com wants to open this application.

[0 Always allow remote.energy-northwest.com to open links of this type in the associated app

https://remote.energy-northwest.com

Standard Desktop

24. READ AND ACCEPT the disclaimer to access a desktop.

-- WARNING --

Computing systems provided by Energy Northwest are for the use of authorized
personnel and for Energy Northwest business only. This computer system contains
information that is considered confidential and/or proprietary to Energy Northwest,
its employees, suppliers, contractors, vendors and other third parties. Use of any
confidential or proprietary information is strictly limited to the conduct of Energy
Northwest business. Personnel authorized access to this computer system shall not
disclose confidential or proprietary information without authorization. MISUSE OF
ENERGY NORTHWEST'S COMPUTER SYSTEM, A VIOLATION OF ENERGY
NORTHWEST'S POLICY OR UNAUTHORIZED DISCLOSURE OF CONFIDENTIAL OR
PROPRIETARY INFORMATION IS SUBJECT TO REVOCATION OF ACCESS TO THE
COMPUTER SYSTEM AND DISCIPLINARY ACTION UP TO AND INCLUDING
TERMINATION

Authorized personnel using Energy Northwest's computer system are subject to
aving all of their activi i ded by

n;
tem personnel may present the evidence 1o law enforcement officials.

By clicking “Ok”, | acknowledge and agree to these conditions.
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Note: You may adjust the Monitors used, display resolution, and display scaling before logging
on if desired. You may also adjust the monitors used under the Full Screen drop down menu as
shown below. Please contact the IS Solution Center (x8400) if you need assistance.

' Launch

Standar Logoff

Reset Desktop

Restart Desktop

Display > Fullscreen - All Monitors

Settings Fullscreen - Single Monitor
Window - Large
VMware Blast
Window - Small
PColP
Custom
Microsoft RDP

Create Shortcut to Desktop

Add to Start Menu

Ctri+Alt+Del B USB Devices

Select monitors for fullscreen in current connection.
Resetting the selection will go back to your preference
in settings. You can go to settings if you want to change
it permanently.
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New User First Logon and MFA Setup

Please follow the steps below if you are a new user logging on for the first time and have not
setup Microsoft MFA.

1. BROWSE to the Microsoft MFA site at https://aka.ms/MFASetup

2. ENTER your Energy Northwest email address.

O ENERGY
NORTHWEST

Sign in

emailaddress@energy-ni

Can't access your account?

3. ENTER your Energy Northwest password and click Sign In. Please contact the IS
Solution Center (x8400) if you need assistance.

O ENERGY
NORTHWEST

Enter password

Your organizational policy requires you to sign in
again after a certain time period.

Forgot my password
Other ways to sign in

Sign in with another account

EN Remote Access


https://aka.ms/MFASetup

4. |F prompted,
THEN SELECT Next on the More information required prompt.

O RS est

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Next

5. SELECT Next on the Keep your account secure prompt to setup the MS MFA.

Note: You may use other MS MFA authentication methods such as SMS text or Phone
call verification but MS Authenticator app is recommended.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.
Method 1 of 2: App

(/7] 2

App Phone

Microsoft Authenticator

= Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

| want to set up a different method

6. SELECT Next to begin setting up the MS Authenticator app.
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.
Method 1 of 2: App

(/) 2

App Phone

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".

oo |EEE

| want to set up a different method

7. INSTALL the MS Authenticator app from the Apple or Google app store.

8. SCAN the QR Code to configure the authenticator app

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 1 of 2: App

(/) 2

App Phone

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose “"Next".

9. ENTER the authentication code from the MS Authenticator app to verify it's working as
expected.
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.
Method 1 of 2: App

(/) :

App Phone

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app by entering the number shown below.

17

’ Back |

I want to set up a different method

10. SELECT Next after approving the notification.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.
Method 1 of 2: App

o 2

App Phone

Microsoft Authenticator

Notification approved

v/

Back ‘ Next

| want to set up a different method

11. ENTER a second method of verified such as a Phone Number and select “Text me a
code” or “Call me”.
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Phone

Phone

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use?

|United States (1) v 5091231234

@ Text me a code

O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement.

12. ENTER the code provided.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Phone

Phone

Phone

We just sent a 6 digit code to +1 . Enter the code below.

Enter code

Resend code

| want to set up a different method

13. SELECT Next.
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Phone

App Phone

Phone

° SMS verified. Your phone was registered successfully.

14. SELECT Done.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Done

App Phone

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:
% Phone
+1
7
Microsoft Authenticator

15. ENTER the temporary Energy Northwest password provided and new password twice.
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@ RETwesT

Update your password
You need to update your password because this is
the first time you are signing in, or because your

password has expired.

Current password

New password

Confirm password

16. SELECT Yes.

O RS est

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

E| Don't show this again

o

17. FOLLOW the Horizon client installation and Horizon client logon instructions
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